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Behavior-based anti-spoofing technology for Users Vulnerable to Cyber Attack
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The technique of cyber-attack assaults are sophisticated such as target e-mail attack and a remote
access Trojan (RAT) attack. To cope with these threats, countermeasure must be required from not
only systems but users’ risk cognition. This paper shows an approach to behavior-based anti-spoofing
technology for targeted e-mail, by analyzing users’ behavioral trait of operation logs in sending e-mail,

such as e-mail headers, contents, key input pattern, and mouse movements.
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