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This paper considers a useful mutual feedback design for cooperative problem-solving between human and system
on the task of outlier detection from network firewall log. We introduce a mutual feedback design to search partial
feature spaces suitable for outlier detection efficiently.

1. �x�a�Š�t

�Ã�”�»ü
s�x�|�Ã�”�»�t
œ�‰�Ï���~�Í�»�”�ï�t���b�”�>
†
�›ü
s	��U�q�Š�~
ƒ���`�|�;�•�¶	6�›���‰�w�-�$	��O�t�‘�”ü

s�~�U	Â�›�æ�M�|�f�w�A�L�t�0�`�o�Í�å�Ý�”�»�Ð
T�|�›�Ã�w�å
�C�~�_	†�|�>
†�w�6
ƒ���s�r�w�Ñ�Ÿ�”�Å�Ì�¿�«�›�æ�O�q�M�O�°
�È�w�^�À�›���“�&�`�s�U�’�|
����q�¯�ï�Ð�á�”�»�U�0�é�$�t�ð
�J�r�>�›
$�”�^�À�q�M�Q�”�}�\�w�^�À�t�S�M�o�A�‹�K�”ü
s�A
�L�›�¾�V	Z�b�t�x�|�°`�tü
s	��w�ó�—�t�‘�”�q�\�–�U�G�V�M
�U�|ü
s�³�µ�Â�Ü���T�’�w�§�	�;�ó�|�«�Q�y�ô���-�‰�|�Ã�”�»
�D�¹�=�s�r�›���™�b�”�\�q�t�‘�“�|�>
†�q�Š�•�w	��U�T�“�›�)
�Q�”�\�q�U�p�V�•�yü
s	��t�q�l�o	•�Z�t�s�”�¢
$ 1�£�}�\�w
�‘�O�t
����¢ü
s	��£�q�¯�ï�Ð�á�”�»�¢ü
s�³�µ�Â�Ü�£�U� �Ð
�`�o�ð�J�r�>�›�æ�O�t�x
ì�“�w�ó�—�›�¾�V	Z�b�Ñ�Ÿ�”�Å�Ì�¿�«
�›���™�`�K�O� �ï�»�å�«�³�ã�ï
ƒ�-�UÆ�D�=�p�K�” [�,æ 13]�}

�Š�Z�€�p�x�|�Ã�”�»ü
s�»�µ�«�w�°�«�q�`�o�|�Ž�•�‹�U	Z�›
�Õ�”�µ�q�`�h�Ñ�•� �ž�¢�¥�”�ç�é�¬ü
s�›	��“	Í�[�|�»�µ�«	r
�g�›�®�p�$�t�æ�O�h�Š�t�þ�q�m
ì�“�Ñ�Ÿ�”�Å�Ì�¿�«
ƒ�-�t�m�M
�o�U�|�b�”�}

2. �Ñ�•� �ž�¢�¥�”�ç�é�¬ü
s�»�µ�«

�Ù�å�|�·�©�á�æ�Â�Ÿ� �ï�³�Ã�ï�Ä�wC
\�x
ÿ�C�w�°�M�›�h
�r�l�o�S�“�|�¯�ï�Ð�á�”�»�S�‘�|�É�¿�Ä�ë�”�«�·�©�á�æ�Â�Ÿ�w
	O�A
Q�U�ô�‡�l�o�M�”�}�\�•�’�w� �ï�³�Ã�ï�Ä�›�w�Y�|�‡�h
C
\�`�h	Ô�ù�t
����t�0� �b�”�h�Š�t�x�|�É�¿�Ä�ë�”�«�Ä�å
�Ñ�Ÿ�¿�«�é�¬�T�’�Ÿ	×�è	ô�›�U�Œ�b�”�\�q�U	O�A�p�K�”�}�Ÿ	×
�è	ô�t�x�| DoS �È�8�|�Ù�”�Ä�µ�©�ß�ï�| ssh �Ò�ç�”�Ä�Ñ�¥�”�µ
�È�8�s�rÆ
Y�ž�«�·�µ�›�æ�O�h�Š
Ê	ë�Ž�T�’
ù	ô�^�•�”	Ô�ù
�w�„�T�|
Ê	ë�º�w�×�µ�Ä�U�¢� �ç�µ�ò
›�•�«�å�¿�©�ï�¬�s�r�t
�‘�l�o	Ð�l	��’�•�|�µ�Í�Ü
ù	ô�s�r�›�G�”�tC
\�b�”	Ô�ù�s�r
�U�K�”�}�‡�h�| P2P �¹�Ñ�Ä�¢�£�ž�t�‘�”�è	ô�s�r�‹�¶�^�V�O
�§S�t�s�”�Ã�”�»�w
ù	!	ô�›�æ�l�o�M�”	Ô�ù�U���X�U�Œ�0	Å�q
�s�”�}

�Š�Z�€�p�x�|
Ê	ë�º�q
Ê	ë�Ž�w�¥�„�t
ƒ�”�^�•�h�Ñ�•� �ž
�¢�¥�”�ç�T�’	Z�—�^�•�”�É�¿�Ä�ë�”�«�Ä�å�Ñ�Ÿ�¿�«�é�¬�›�¹�”
�µ�q�`�o�|�Ÿ	×�è	ô�w�0	Å�q�s�l�o�M�”
Ê	ë�º�w�×�µ�Ä�›�Ž�•
�‹�U	Z�t�‘�l�o�›���b�”�»�µ�«�›�ß�Q�|�»�µ�«�›
��q�³�µ�Â�Ü
�U� �Ð�`�o�®�p�$�t�r�>�b�”�h�Š�t�þ�q�m
ì�“�Ñ�Ÿ�”�Å�Ì�¿�«

�È�W
Œ: �,æ
Y�¾�|�[�®�U	[�J�¶�G�¶	Ø�C�Ý�Ã�Ÿ�ž�,k�·�ï�»�”
�y�y�ß 441-8580 �[�®�¢�1"�Ê�â
C�ò�p 1-1
�y�y okabe@imc.tut.ac.jp

 !"#  !$%&'#
()*+,)-./0#

$%&'+,)-./0#

()*123+4)%#

5#

6789#

123:0$;2<*12#

=>?@AB<CDE#

F:G)3HIAJKLM#

NOPQ#

RSTU#

VWXYZ#

<)3[\]#


$ 1: �Ã�”�»ü
s�t�S�Z�”
ì�“�Ñ�Ÿ�”�Å�Ì�¿�«

�;�ó�t�m�M�o�U�|�b�”�}

2.1 �é�¬�Ã�”�»
�Š�Z�€�p�x�|�Í��¿�Ä�U�Ñ�•� �ž�¢�¥�”�ç�›�è�a�`�h�M�t	Z

�—�^�•�”�é�¬�Ã�”�»�›ü
s�0	Å�q�b�”�}
$ 2 �t�î�M�t	Z�—�^�•
�”�é�¬�w�Ñ�¥�”�Ú�¿�Ä�›�Ô�b�}�¤�é�¬�t�x�|�Í��¿�Ä�U�Ñ�•� 
�ž�¢�¥�”�ç�›�è�a�`�h�Ô�Ì�|�Ó�é�Ä�¯�ç�|
ù	ô�i�×�µ�Ä�w IP

�ž�Å�è�µ�q�Ù�”�Äj�ø�|
ù	ô
Œ�×�µ�Ä�w IP �ž�Å�è�µ�q�Ù�”�Ä
j�ø�U�G�^�•�o�M�”�}

2.2 �›�Ã�¨	Z
�Š�Z�€�p�0	Å�q�b�”�Ñ�•� �ž�¢�¥�”�ç�é�¬ü
s�»�µ�«�w�è�$

�x�|�Ÿ	×�è	ô�›
ù	!	ô�`�o�M�”
Ê	ë�º�×�µ�Ä�wC�_�p�K�”�}�é
�.�$�t�x�| DoS �È�8�|�«�å�¿�©�ï�¬�›	!�Z�o�M�”�×�µ�Ä�|�¢� 
�ç�µ�ò
›�|�Ø�¿�Ä�›�“���‡�•�h�×�µ�Ä�s�r�›C�_�b�”�\�q�p�K
�”�}�\�w�h�Š�|
²
…�p
†�Ì�`�h�é�¬�T�’
Ê	ë�º�×�µ�Ä�t���b�”
�›�Ã�Õ�«�Ä�ç�›
\
R�b�”�}�›�Ã�Õ�«�Ä�ç�w��
Q�q�`�o�;�M�”�›
�Ã�”�x�Ž�<�w�‹�w�›�Õ�”�µ�q�b�”�}

• 
ù	ô�Í��¿�Ä
:

• 
ù	ô
Œ IP �ž�Å�è�µ�w�Ÿ�s�“
:

• 
ù	ô�i�Ù�”�Ä�w�Ÿ�s�“
:

• 
ù	ô
Œ�Ù�”�Ä�w�Ÿ�s�“
:

	Í�G�w�›�Ã�”�›�Õ�”�µ�t�|�Ë�t�I�T�s�›�Ã�”�›
\
R�b�”�\�q�‹
�p�V�”�}�«�Q�y�|�Ž�<�w�‘�O�s�›�Ã�›
\
R�b�”�\�q�U�p�V�”�}

1. 
ù	ô
Œ IP �ž�Å�è�µ�K�h�“�w
ù	ô�Í��¿�Ä
:�w���É�qü�„

2. 
ù	ô
Œ IP �ž�Å�è�µ�K�h�“�w
ù	ô�i�Ù�”�Ä�Ÿ�s�“
:�w���É
�qü�„

1



The 28th Annual Conference of the Japanese Society for Artificial Intelligence, 2014

Feb 03 2014 11:27:15: log_id: access-list acl_out permitted tcp inside/XX.XX.XX.XX(54732) -> inside/YY.YY.YY.YY(80)


$ 2: �Ñ�•� �ž�¢�¥�”�ç�T�’	��˜�`�h�é�¬�Ã�”�»

!"

!#$"

!#%"

!#&"

!#'"

!#("

!#)"

!#*"

!#+"

!#,"

$"

$
"

(
"

,
"

$
&
"

$
*
"

%
$
"

%
(
"

%
,
"

&
&
"

&
*
"

'
$
"

'
(
"

'
,
"

(
&
"

(
*
"

)
$
"

)
(
"

)
,
"

*
&
"

*
*
"

+
$
"

+
(
"

+
,
"

,
&
"

,
*
"

(a) æü�›�Ã�í�� 1

!"

!#$"

!#%"

!#&"

!#'"

!#("

!#)"

!#*"

!#+"

!#,"

$"

$
"

(
"

,
"

$
&
"

$
*
"

%
$
"

%
(
"

%
,
"

&
&
"

&
*
"

'
$
"

'
(
"

'
,
"

(
&
"

(
*
"

)
$
"

)
(
"

)
,
"

*
&
"

*
*
"

+
$
"

+
(
"

+
,
"

,
&
"

,
*
"

(b) æü�›�Ã�í�� 2

!"

!#$"

!#%"

!#&"

!#'"

!#("

!#)"

!#*"

!#+"

!#,"

$"

$
"

(
"

,
"

$
&
"

$
*
"

%
$
"

%
(
"

%
,
"

&
&
"

&
*
"

'
$
"

'
(
"

'
,
"

(
&
"

(
*
"

)
$
"

)
(
"

)
,
"

*
&
"

*
*
"

+
$
"

+
(
"

+
,
"

,
&
"

,
*
"

(c) æü�›�Ã�í�� 3

!"

!#$"

!#%"

!#&"

!#'"

!#("

!#)"

!#*"

!#+"

!#,"

$"

$
"

(
"

,
"

$
&
"

$
*
"

%
$
"

%
(
"

%
,
"

&
&
"

&
*
"

'
$
"

'
(
"

'
,
"

(
&
"

(
*
"

)
$
"

)
(
"

)
,
"

*
&
"

*
*
"

+
$
"

+
(
"

+
,
"

,
&
"

,
*
"

(d) æü�›�Ã�í�� 4


$ 3: æü�›�Ã�í���t�S�Z�”�Ž�•�‹�µ�¯�ž�›�å�ï�©�ï�¬	q�t���‚�h�n�¬�å�Ñ

3. 
ù	ô
Œ IP �ž�Å�è�µ�K�h�“�w
ù	ô
Œ�Ù�”�Ä�Ÿ�s�“
:�w���É
�qü�„


ù	ô�i�Ù�”�Ä�S�‘�|
ù	ô
Œ�Ù�”�Ä�f�•�g�•�t�m�M�o�‹�‰�7�s�›
�Ã�”�›
\
R�p�V�”�}�Š�Z�€�p�x�|�\�w�‘�O�t�`�o
\
R�`�h�ù�-
22 �Í�i�w�›�Ã�Õ�«�Ä�ç�›�¤�×�µ�Ä�–�t
\
R�b�”�}

2.3 �Ž�•�‹�U	Z�ž�ç�°�æ�¶�Ü
�Š�Z�€�p�x�| k-�Ù�c�O�t�,�n�X�Ž�•�‹�U	Z�M�O�›�Õ�”�µ�q�b

�”�}�\�w�M�O�p�x�|�¤�Ã�”�»�w k j�è�t�Ù�M�Ã�”�»�q�w�‘�m�›
�Ž�•�‹�µ�¯�ž�q�`�o�;�M�|�\�w�µ�¯�ž�U�ô�M�‹�w�T�’	Í�•�t�å
�ï�©�ï�¬�b�” [Chandola 09]�}�U	Z
Q�ó�x�Í�å�Ý�”�» k �t�‘�l
�o�!�=�b�”�U�|�G�V�X�x�‘�m�-�‰�›�æ�O�›�Ã�í���t�‘���b�”�}

²
…�p�x 22 	��¨�w�›�Ã�”�›�b�;�b�”�q�`�h�U�|�f�•�’�U�b�‚
�o�þ�q�m�q�x�v�’�s�M�}�«�Q�y�| P2P �è	ô�w�U�Œ�t
ù	ô
Œ IP

�ž�Å�è�µ�w�Ÿ�s�“
:�x�þ�q�j�f�O�p�K�”�U�|
ù	ô�Í��¿�Ä
:�U
�þ�q�m�T�r�O�T�t�m�M�o�xü�T�’�s�M�}

�Ù�å�|�›�Ã�í���›�{���b�”�w�p�x�s�X�|�)�Q�’�•�h�›�Ã�”�w
�¤�T�’�Ž�•�‹�U	Z�t�þ�q�mæü�›�Ã�í���›�×�ˆ�$�t
¬���b�”
�ž�ç�°�æ�¶�Ü�t���b�”�Z�€�U�æ�˜�•�o�M�” [Müller 11]�}�›�Ã
�”�w
:�› d �q�`�h	Ô�ù�t�f�w
Ê�ˆ�ù�˜�d�x 2d − 1 �x�K�”�h�Š�|
�;�M�”�›�Ã�”�w
:�U�G�V�M	Ô�ù�t�x
¶�s�g�x�q�î�$�p�x�s�M�}
�\�w�h�Š�|æü�›�Ã�í���t�,�n�X�Ž�•�‹�U	Z�p�x�|�Ž�•�‹�w��
�O�b�”�›�Ã�í���w�s�g�¢�›�Ã�”�w
Ê�ˆ�ù�˜�d�s�g�£�›�®�p�$�t
�æ�O�\�q�U�{�Š�’�•�”�}

3. �Ñ�Ÿ�”�Å�Ì�¿�«
ƒ�-


²
…�p	\�‚�h�‘�O�t k-�Ù�c�O�t�,�n�X�Ž�•�‹�U	Z�p�x�›�Ã
�í���w
¬�R�U�U	Z
Q�ó�t�G�V�s�è�¹�›�)�Q�”�U�|�›�Ã�”�w
:�U
���M�q�U	Z�t�&�`�h
Ê�ˆ�ù�˜�d�›�s�g�b�”�w�x�0�›�p�x�s�M�}
�è	×�|�f�w�s�g�xü
s	��w�ó�—�¢
•�ó�Œ�Ý�•�§�ï�£�t�,�M�o�æ
�˜�•�”�U�|�Š�Z�€�p�x�|ü
s	��qü
s�³�µ�Â�Ü�U
ì�“�t�Ñ�Ÿ�”
�Å�Ì�¿�«�b�”�\�q�t�‘�“�›�Ã�”�w
Ê�ˆ�ù�˜�d�›�®�p�$�t�s�g�b
�”�\�q�›�¼�ˆ�”�}�é�.�$�t�x�|ü
s	��U�s�gc�“�›�v���b�”	Ø
�C�›�Ñ�Ÿ�”�Å�Ì�¿�«�b�”�;�ó�|�‡�hü
s	��U�s�gc�“�›�v���b
�”�h�Š�w	��U�T�“�q�`�o�|�¤�Ã�”�»�w�Ž�•�‹�µ�¯�ž�›�å�ï�©�ï
�¬�æ�µ�Ä	q�t���‚�h�n�¬�å�Ñ�›æü�í���–�t
\
R�~���Ô�b�”�;
�ó�›�å�C�b�”�}
$ 3 �t�n�¬�å�Ñ�w�«�›�Ô�b�}�¬�å�Ñ�w�#�à�x�å
�ï�©�ï�¬�æ�µ�Ä�w	q�•�|	N�à�x�Ž�•�‹�µ�¯�ž�p�K�”�}ü
s	��x
�¬�å�Ñ�t�S�Z�”üÍ�w�°�7
Q�s�r�›�_�o�Ž�•�‹�U	Z�t�þ�q�j�f
�O�sæü�›�Ã�í���›
¬�R�b�”�}æü�›�Ã�í���w�s�g�x�Ž�<�w�‘
�O�t�Ø�Ä�Ü�ž�¿�Ó�t�æ�O�}

step1 �)�Q�’�•�h�›�Ã�”�w	B�ù�› V �q�b�”�}�‡�h�| n = 1 �q
�b�”�}

step2 V �T�’
\
R�D�ó�s n �Í�i�w�›�Ã�í���b�‚�o�t�m�V�|�¤
�Ã�”�»�w�Ž�•�‹�µ�¯�ž�›�å�ï�©�ï�¬�æ�µ�Ä	q�t���‚�h�n
�¬�å�Ñ�›
\
R�b�”�}

step2 ü
s	��x�þ�q�j�f�O�s�n�¬�å�Ñ�›ó
:
¬�R�`�|�0� �b
�”�Ž�•�‹�å�ï�©�ï�¬�æ�µ�Ä�f�•�g�•�t�S�M�o	Í�•�t�å�ï
�©�ï�¬�^�•�h�×�µ�Ä�›�Ð�*�b�”�}

step4 
¬�R�^�•�hó
:�w�n�¬�å�Ñ�t�0� �b�”�›�Ã�í���›�Ï
R
�b�”�›�Ã�”�¢�›�Ã�à�£�w�è	B�ù�›�-�‰�`�|�\�•�› V �q�b
�”�} n = n + 1 �q�`�o�| step2 �t�í�”�}

step2 �t�S�Z�”ü
s	��w
¬�R�t�‘�“�|�›�Ã�”�w	B�ù V �w�A
É

:�›�O�‡�X�n�’�b�\�q�U�p�V�•�y�|æü�›�Ã�í���w�®�p�$�s�s
�g�U�æ�Q�”�q�ß�Q�’�•�”�}

�Ž	Í�‡�q�Š�”�q�|�Š�Z�€�p���Š�b�”�Ñ�•� �ž�¢�¥�”�ç�é�¬�T
�’�w�Ž�•�‹�U	Z�»�µ�«�t�S�Z�”ü
s	��qü
s�³�µ�Â�Ü���p�æ�˜
�•�”
ì�“�Ñ�Ÿ�”�Å�Ì�¿�«�x�Ž�<�w�‘�O�t�s�”�}

• ü
s	����T�’�w�Ñ�Ÿ�”�Å�Ì�¿�«�•æü�›�Ã�í���w��
Œ
¬�R�}

• ü
s�³�µ�Â�Ü���T�’�w�Ñ�Ÿ�”�Å�Ì�¿�«�•�¤�Ã�”�»�w�Ž�•
�‹�µ�¯�ž�›�å�ï�©�ï�¬�æ�µ�Ä	q�t���‚�h�n�¬�å�Ñ�wæü
�í���–�w
\
R�~���Ô�}

4. �‡�q�Š

�Š�Z�€�p�x�|�Ñ�•� �ž�¢�¥�”�ç�é�¬ü
s�»�µ�«�t�S�M�o�|
�
�q�¯�ï�Ð�á�”�»�U� �Ð�`�o�ð�J�r�>�›�æ�O�h�Š�t�þ�q�m
ì�“
�Ñ�Ÿ�”�Å�Ì�¿�«
ƒ�-�t�m�M�o�U�|�`�h�}ü
s	��O�q�`�o�;�M�”
k-�Ù�c�O�t�,�n�X�Ž�•�‹�U	Z�t�S�M�o�|�Ž�•�‹�µ�¯�ž�›�-�‰�b
�”�h�Š�wæü�›�Ã�í���w�s�g�›�0�é�$�t�®�p�‘�X�æ�O�h�Š�w��
�Š�›�æ�l�h�}���™�|�³�µ�Â�Ü�î
÷�›
��Š�”�q�q�‹�t���Š	��O�w
���®
Q�t�m�M�o�U	Â�`�o�M�X�'���p�K�”�}

�€�ß���Y
[Chandola 09] Chandola, V., Banerjee, A., and Kumar, V.:

Anomaly Detection: A Survey, ACM Computing Surveys,
Vol. 41, No. 3, pp. 15:1–15:58 (2009)

[Müller 11] Müller, E., Schiffer, M., and Seidl, T.: Statistical Se-
lection of Relevant Subspace Projections for Outlier Ranking,

in Proc. of ICDE, pp. 434–445 (2011)

[�,æ 13] �,æ 
Y�¾ , �•�> 
c�Ë�•�Œ�$� �ï�»�å�«�Â�Ÿ�Ò�³�µ�Â�Ü�t�S
�Z�”� �ï�»�å�«�³�ã�ï�Ã�²� �ï�q�x�?�T , �H 27 �s
��»�Œ�ó�¶�q
¶
���G�q , pp. 2F4–OS–04–5 (2013)

2


