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Positive semidefinite matrices are important for a number of data mining applications. We consider the problem
of differentially private publication of positive semidefinite matrices computed from private information. Differen-
tial privacy is typically achieved by adding random noise. However, when the outputs form positive semidefinite
matrices, element-wise additive randomization causes problems. First, when not a single element, but the entire
matrix is released, the scale of noises to provide differential privacy can be too large. Second, such randomization
not only destroys the positive semidefiniteness, but may be statistically denoised in some cases. For these problems,
we introduce a new randomization mechanism which separately randomizes eigenvectors and eigenvalues so that
the randomization does not completely destroy the spectral features. Furthermore, noting that low-rank approx-
imation preserves useful information of matrices while discarding unnecessarily details, we incorporate low-rank
approximation into randomization. We prove that the scale of perturbation required to guarantee differential pri-
vacy is inversely proportional to the rank of the output matrices in the proposed randomization mechanism. Thus,
if a data analyst does not need the output matrix itself, but needs only a low-rank approximation, the scale of
perturbation can be relatively smaller without sacrificing privacy. This is convenient for data mining applications
which work well even with lower-rank approximation. We experimentally demonstrate the proposed mechanism

with collaborative filtering.
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O 4: Rank vs. RMSE of collaborative filtering. From left to right, the privacy parameter was variega%1, 0.25,0.5, and 10. The
number of items is fixed ad = 500. The number of users was variedMs= 6.4 x 10*,2.56 x 10°,1.024x 1%, and 4096 x 1(°. The

RMSE evaluated using non-randomized covariance matrices (baseline) and covariances randomized with the Laplace mechanism (Laplace

are also shown.
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