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Privacy-Preserving Epidemic Analysis on Risk of H. Pylori
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Helicobacter pylori is a microaerophllic bacterium, having 1 to 2% risk of aquiring stomach cancer. The paper
proposes a privacy-preserving protocol for epidemic analysis of risk of H. pylori in terms of cancer. Given two
datasets of patients of cancer and H. pylori, the proposed protocol determines the size of intersection of two sets
without revealing any entries of datasets. With secure hash function, the proposed scheme identifies a patient from

their personal attribute.
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Algorithm 1 Secure Scalar Product

Input: Alice has n-dimentional vector x (T1,. .. Tn).
Bob has n-dimentional y = (y1,...,Yn)-
Output: Alice has s4 and Bob has sp such that s4 +sp =

T-y.

1. Alice generates a homomorphic public-key pair and
sends public key to Bob.

2. Alice sends to Bob n ciphertexts E(x1),..., E(zn).
3. Bob chooses sp at random, computes
¢ = E@)" - B(@a)"" /E(sn)

and send c to Alice.

4. Alice decrypts cto get sa = D(c) = x1y1+- - -+ Tnyn—
SB.
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