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Association Rule-based Analysis of Neighborhood Server Logs
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In our information society, it is a critical issue to assure the safety of the Internet by monitoring network health
and troubleshooting network faults. When troubleshooting a network fault, operators manually analyze server logs
that describe events observed by it. To support troubleshooting network faults, we proposed an assosiation analysis
method considering neighborhood servers, importance of logs and non-periodicity of logs. We applied our proposed
technique to server logs collected from a network verification experiment. In the result, we succeeded in detecting

logs that cause network faults.
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