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In this paper, we consider online prediction from expert advice in a situation where each expert observes its
own loss at each time while the loss cannot be disclosed to others for reasons of privacy or confidentiality preser-
vation. Our secure exponential weighting scheme enables exploitation of such private loss values by making use of
cryptographic tools. We proved that the regret bound of the secure exponential weighting is the same or almost
the same with the well-known exponential weighting scheme in the full information model. In addition, we prove
theoretically that the secure exponential weighting is privacy-preserving in the sense of secure function evaluation.
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O 1: Regret bound and the information model
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Distributed roulette
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e The player’s output g
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0 1: Distributed roulette

o,00000 n,meO00OO0O0OOO,00000000O
gooooooooooooobooooooooob -ooo
gooocooo.

Encok(m1 +m2 mod N;{)

Encp(km mod N;kf) = Encp(m;€)F.

ooboobOooooo,0o0b0b00000o000o00o00, Pail-
lie’! 00 [4000,0000000000000DOOOO.

5. UOooobobobobooboobogn

oooooooooo,0boobo0ooobooboooooboo
gooooooooooooooooooboooo.oooon
010000000000 (distributed roulette) 000 0O 0O
O0.a€, AD0,00 e ADD0D0 ADDQDOOOODOOOO
gooooooooo. ooboooooooooboooooon
000 Lemma 1000.

Lemma 1. § 00000000000000.
j~M(;p)00 j0000 j=y, (AOD0).

oooa,

oooo,00000000000 m; 00000000 y;
00o0oU0o0oooUooooUoooDoUog, M(i;p) O
goooooooooobooooo.ooooocooooooo
gooooobooooooooboboo 00000000
ooobOooooooono,0000dgd msOd e, 0000
goobooooo,0oo0ooooobo jO0bD0000000 9
O000ooOooooOoOoO0OO0ODOO, Statement 2000000
ooooo.

5.1 0O0O0O0O0OO0OOOOOO0O0OO0
gooooooooo,0bobo0ooooobooooboo

0000000000000 0D0 (0D 2).00,000000

gooooooooobooooooooooooo.

Lemma 2. y0000000000000C0OOCOO. OO

M'(i;p,N,Q) = (1 — y)M(i; p) +yU(i; N). (4)

N .
00000. 000 p = &= U N) O {1,..,N}
000000, Q000000000 0ND000OO, v =

Encpk(ma;€1) - Encpk(me; £2)

Oblivious Roulette
e Public input: number of dealers N, security parameter @

e Player’s input: key pair(pk, sk),
e i-th dealers’ input: public key pk, m; € [0,1], y; € Y
e Player’s output: ¢

e Dealers’ output: none

1. Initialize: Round k = 1.

2. The player chooses
Jk €r {1,2,..., N} and sends Encpk(—j) to all dealers

3. Fori=1,...,.N,

(a) The i-th dealer independently chooses Tik €r LQ
and

jl
@ik
’ Y +1,

where j’ €, {1,2,..., N}. Then,

with prob. m;,

otherwise.

. Tik
Cik (Encpk(ai,k) : En%k(*]k)) - Encpr(vi)

and sends c; i, to the first dealer.

4. The first dealer randomly shuffles (cg 1,...,cx,n) and
sends them to the player

5. The player decrypts u; < Dece(c; ) for all ¢ and com-
pute Y = {ui,..,un}NY.

(a) Y’ #0, return u €, Y’ as §.
(b) Else, k + k+ 1 and go to step 2.

[0 2: Oblivious Roulette

(- ¢ . " .

000 g=y,000.(@00)

gooooooooo,bobo0bbod e, 0000000,
ar00000000000O0CO00O0O0C0O0000

1. q;p, D00OO00O0OOOCOOOCOOO0O

2. 00000000 mOUOOO0O00ODOOOOOOO00OO0
0, 00000000000000000O0

3.000000 aip,..,ane00000000,0000
000000000000

4. 000000O0OO0OOOO0O0000 e;x0,0000000
ooooooooooooooo,oooooooooon
gobooooooobooobooooo

goboo 13000000, 00000000000000
ocoooooobob e, 000000 mO000D0DO,40
goooooobooboogboboobooboobbooboo
00.000000000000000 p|o00o0oooo
ooo.

gobo,0000000000000O0C000O0O0OOO0
O.00000000000000000D0000 semi-honest
OO0O00000000. semi-honest 00, 00000000
goboooooooboooooobbooooobobooooboob,
gooooooooo,boooo0ooobooooooooboooo
gobooooooooooooobooon.



The 24th Annual Conference of the Japanese Society for Artificial Intelligence, 2010

0O 2: Computation time per step (second) and info. model. The results are the average of 100 iterations.

model N=2 N=4 N =28 N =16 N =32
EW full 0.562 x 10°8  1.09 x 10-% 203 x10°8 3.78x 108 7.25x10°%
Exp3 partial | 0.534 x 1078 1.02x10~% 156 x 108 2.75x10°8 513 x 108

SEW/OR | private 13.8 27.9 56.4 113 233
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O 3: Expectation of regret per time (avg. of 100 iterations,
N =10, T = 5000).
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