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Peer-to-Peer k-means
Privacy-aware k-means Clustering in Peer-to-Peer Network
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A new privacy-preserving k-means clustering is presented and described. Conventionally, organizations that
collect a large amount of personal information are assumed as participants of Privacy-Preserving Data Mining
(PPDM). As a contrasting privacy-preserving concept, we propose User-Centric Privacy Preservation where users
store their personal information in their local storage and manage their data by themselves. In this framework,
because the database is partitioned into a small fraction, the number of parties tends to be large. As a data-
mining algorithm with this new privacy preservation manner, we propose a novel and scalable protocol for k-means
clustering. In large-scale networks, we must resolve two difficulties: (1) the global synchronization over the entire
network is not guaranteed; and (2) communication between participants might be terminated suddenly. Considering
them, we propose two novel protocols: private asynchronous average computation and private Euclidean distance
comparison. Based on them, a k-means clustering with user-centric privacy preservation is designed. Experimental
results show that our protocol is scalable and works asynchronously, even with 1000 parties.
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[Privacy-preserving k-means clustering in P2P network
for node Pj]

e Input of node Pj : data x;

e Output of node Pj : cluster label of x;

. Server S: Generate a public key and secret key, then broad-
cast the private key pkx to all nodes

2. Node Pj: Initialize cluster label z; randomly

3. Node Pj: Encrypt Encp, (Xj~) = ¢j~C = 1,...,d) and
broadcast this to all nodes

4.Node Pj Receive ¢j- and compute ¢ - =
G j=16,C=1,..d)

5. Execute private AWAC.

o AWAC(Xj,zij) = Cj~(i=1,...k,”=1,...,d)
e AWACsq(Xj,Zij) = ¢/j (i =1,...k~=1,..,d)
. Execute private EDC that compares d(Xj, Ii) and d(x;, Hj’)
for all combination of i and i’ in randomized order. Then,
identify the nearest cluster i*

. Update cluster label zj« j = 1,z j = 0(i # i*). If converges,
output cluster label and terminate. Else, go to step 5.
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