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Implemention and evaluation of Secure DisCSP algorithm using ElGamal Encryption
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In this paper, we implement a secure distributed Constraint Satisfaction (DisCSP) algorithm on real machines
and evaluate its performance experimentally. In a DisCSP, variables and constraints are distributed among multiple
agents. Although one major motivation for solving a DisCSP without gathering all information in one server is the
concern about privacy/security, traditional DisCSP algorithms leak some information during the search process
and privacy/security issues are not dealt with formally. Recently, a Secure DisCSP algorithm that utilizes a public
key encryption scheme has been developed to circumvent such information leakage.

In this paper, we measure the execution time and the number of communications between the search-controller
and the decryptor. Our experimental results showed that the execution time critically depends on the number
of communications. Also, we show that the performance can be significantly improved by aggregating multiple
cryptogram /plain texts into a single message.
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