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Detecting Hostile Accesses through Incremental Subspace Clustering for Web Access Log
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In this paper, we propose an incremental subspace clustering method for flexibly detecting hostile accesses to a
Web site. Typical log data for Web accesses are huge, contain irrelevant information, and exhibit dynamic charac-
teristics. We overcome these difficulties through data squashing, subspace clustering, and an incremental algorithm.
We have improved, by modifying its data squashing functionality, our subspace clustering method SUBCCOM so
that it can exploit previous results. Experimental evaluation confirms superiority of our -SUBCCOM in terms of

precision, recall, and computation time.
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Algorithm: SUBCCOM(x1,X2, ", Xm, I, U, y1,72," ",

¥e)

Input: 000 x1,x2,,Xm, 000 {

Output: 0000 v, 0000000 71,72, Ye

Parameter: 0000 CFO 00000000

Y1,¥2, " ¥p

1 For(i =1;i<n;it+)
2 ; 00000000 L=T10CFOOODO
3 u=¢
4 Foreach(—pu(a;) > Y7 | —u(a;)/g 00D a;
000 wa)>10 ¢g00000)
5 u=uU{a;}
6  While(Ju| <)
7 u=u+{a"} 000 a" = argmax, 4, —u({a}), p(a) > 1
8  While(Ju| <)
9 v=u+{a*} 000 a" €u
10 While(ju| > I)
11 Foreach(a; € u)
12 v—{a;} 00000000 L=T, 0 CFrOOoO
13 u=u—{a"} 000 a" = argmax, —u(u — {a})
14 «+ 00000000 L=700000CFOr000
15 v=u
16 (y1,72, " »Ye) = k-means(y1,y2,- -, ¥p)
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Algorithm: I-SUBCCOM(w1, w2, -, ws , 1)
Input: 0000 wi,wa,---,ws, 000 [
Output: 0000000 T'y,Ta,---,Ts

1 Q=¢

2  For(i=1;1<s;i++)

3 T = build-itree()

4 w; 0000000 x1,%2, -, %, 000

5 SUBCOO]MQ(T7 X1,X2," "y Xm, l, U, Yils Vi2yt "y
’YiC)

6 i = {vi1,viz, +» Vie}

7 r,00n

8 If(i > h)

9 Foreach(j)

10 r0000 y;inp 00000y; 0000

11 Foreach(j)

12 Q=90+ {y;}

4. 0000

4.1 0OO00O0OOOODOOOOOO0

Oo0oo0oDbD0O0 205,590 000099 O00ODODDODOO
www.slab.dnj.ynu.acjp 0 0000000 OCOO0ODO
gOoLSsuBCcCcCoOMO0DODOO00ODODOO0ODDODOOODOOOO
goo0o00oo0oboobo0ooobuooboooUooobo
go0o0obo0oob0o0o0o0o0oobbouoobooouooobo
obe0bODbO

ooooooooooooooooooooboOoooon
oooobooooooooboobOoooobobboennOnO
oooboobOObO 1000050 0000000000DO
oobooooooooboooooooboo

O00000D000000YNUOdn)Omemberdningen
student0 0000 7000000000000 1000
0600000000 000000000000000
oooooooboobooooobOoobooooooon

HTTP OO OOGETOHEADOPOSTOPUTODELETED
TRACEOOPTIONSO CONNECTOOOOOOOOO
og0d1wogooosbOoooooon

oo0ooooDbOooDbOoDblo000D0O00D0DOOOD
00000000/0/jkisod /challenge20000 /algodatall
/testhomepagell /ismis2002 000000000000
oooobob00eo00OOOOOODOOOOOOD
goboO0oboO0o0obbOOobboobboOob s0bbo0o0oDn
glooodbooobooboboboobobooboboo
gboboboob0ooboobOooboboobooDOoon
gbobooobobobobooooo

0000000000000 10000000000
20,30,40,50 0 40000000

goooobooOobobiOoOgsoc000OO0DO 100501
o0 1woo0000000 200100100 150000000
0 300150100 10000000000 40000000 50
ooboooooobooobooooboobooooooon

x6 0000000000000000000000000000O0

4.2 OO

ooooooOobo0oDbO0 10bb000o0oboooDoon
00000000 A=40000000000000 ¢=5
gopool-suBccoMOO0000Ty =0.0107>=2.0000
OO0 BIRCHOOOO L=200000

ooooobooobOoboOo0ooooooobOoobOooon
oobooooooooooOobOobo0o0ooooooos0000
ooboooo0o0 20000000000000D00000O
oooooooooooobObOob0o0o 20000000000
O0000D000Nimda O Code Red DO0OOOO0OO0OO
ooooooooooooooooooooboboooooooo
0000D0000*0000000000000000000
ooboooooooooooooboobobobooooweooobo
ooboooooooo

I-suUBCCoOM OO0O00O000OD00O00O0DOO!l=5,4000
00000000000000000PROCLUS [1] (1=5,4)0
OO0000000oooooOo0O0d BIRCHO k-medoids O
0000000000o0o0o0o0ooooooooodBIRCH
OCFrOO0OOO0OO0OO0OOO I-SsuBCCOM OOOOOOO
ooooooooooo0ooooooobbbboooboooo
ooooooooooboooooo0oooo wo0oboo
ooboooooboobobo0ooooooDboo

gooboooooboooobboobo0ooooooboboobooooDboo
O0DD0000000D000CodeRed0000O0C0DOOOO0O
0290000000*00000010000000 2000
ooooooooooooooooooOoo 3bbbOob 10
020000000000000I-SsuBCccOM O PROCLUS
oooooooboooooooon

4.3 0000000

0.3

I-SUBCCOM (I=4
PROCLUS (I=4
BIRCH ---

0.25¢ k-medoids ==~ 1

no clustering —-=

|

o
)

precision
=]
=
[6))

01000000000

01200000000000000000000D0DO
ooboooooooooob31a00O0ob00oooooooon
oooooooooooooooooDOOo0o0o0ooooooo
ooooooooooooooboooooobODbOOo0o0oo0ooo
oooooooooooOo0o0o0ooooboooooooooo
ooooooooooooo0o0oooooooooooooo
oooboooooboooooooobboooooooon

«*6 0000000”root.exe”, “cmd.exe”, “default.ida” 0000
000000000 Nimda,Code Red 00000
*7 280000 Code Red 0 Nimda OO O OO0



The 17th Annual Conference of the Japanese Society for Artificial Intelligence, 2003

0.2

" [-SUBCCOM (I=4) —

PROCLUS (I=4
BIRCH ---

k-medoids ---

0151 no clustering —-— |

recall

0.1r

(337 ST

0.05¢

02000000000

360000 60 0000000000000000000
0000000000000000000000000000
0000000000000000000000000000
000000000000000000000054000 56
0000 I-SUBCCOM(I=4)00000000000000
00000 10000000000000000000000
0000000000000000000
000061000 9 000000000000000
00000000000000000000000000
0000000000000 00000000000071
000 I-SUBCCOM(I=4)0 PROCLUS (I=4)072000 I-
SUBCCOM(I=4)0 90 0 0 0 PROCLUS (I1=4)091 000
k-medoids 0 092 000 I-SUBCCOM(I=4)093 000 I-
SUBCCOM (l=4)0000000000000000 100
0000000000000000000000000000
0000000000000000000000000000
0000000000000000000000000000
0000000000000000000000000000
0000000000000
00000000000000000000000000
0000000000000000000000000610
0099000000000000000000000000
00000030000 40000000000 0000000
0000000000000000000000
0000000000000000000000000000
00000000000000000000000000000
00000000000000I-SUBCCOM O k-medoids O
00 186 DOPROCLUSOO 61 00000001-SUBCCOM
0000000000000000000000000000
BIRCHOOOOOOOOOODODODOOOOO0O0O00O0O0O
000000000000000000I-SUBCCOM 000
1300 1.6000000000000000000BIRCH
0000000000000000000000000000
00000000000000000 I-SUBCCOMOOODO
000
000000000000000000000000000
000000000000000000 HITPOOOOODO
000 GETOOOODO0000D00000000000000
000000000000000000000000000
0000000000000000000000000000

10000

1000 e JERERES LS
Z .-.---_':‘; ----------
© L gre="
g 100 P
= (“’
c 3
S 10t S e
55} — L
‘5‘ Ll
Q.
E 1
38 I-SUBCCOM (I=5
3 I-SUBCCOM (I=4
PROCLUS (I=5) ---
01 PROCLUS (I=4) ---
BIRCH —-
k-medoids -
0.01 A v v

50 60

week

70 80 90

030000000000

ooboooooboobobo0ooooooDboo

5. 00O

ooooOoODOOo0oOoooooobboboboboooobobDbobo
ooooooooooooooboooooooDoDbobooo
oo0ooooooooooooooooooobooooooo
0000000000000 SUBCCOM [4 0000000
ooooooooooooo0o0ooooooobboooooo
ooboooooooon

Oo0O0ooOoooOooooo suBccoM oooooo
ooobobOoooooooooooOoO00O0b00ooooooo
oooooooooooOo0o0o0ooooboooooooooo
oooooooooooooooooooODODbOO0O0O0obD0ooo
oobooooooooboo

gooo

[1] C. C. Aggarwal et al. Fast Algorithms for Projected
Clustering, Proc. 1999 ACM SIGMOD Int’l Conf. on
Management of Data (SIGMOD), pp. 61-72, 1999.

2l

D. Comer, The Ubiquitous B-Tree, ACM Computing
Surveys, 11(2):121-137, June 1979.

8l

L. Kaufman and P. J. Rousseeuw, Finding Groups in
Data, Wiley, New York, 1990.

[4] M. Narahashi and E. Suzuki, Subspace Clustering
Based on Compressibility, Discovery Science, Lecture
Notes in Computer Science 2534 (DS), pp. 435-440,

Springer-Verlag, 2002.

T. Zhang and R. Ramakrishnan and M. Livny, BIRCH:
An Efficient Data Clustering Method for Very Large
Databases, Proc. 1996 ACM SIGMOD Int’l Conf. on
Management of Data (SIGMOD), pp. 103-114, 1996.



